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1 Objective

How can the following be achieved with  bi-Cube® ...

* Thatin the company the usage of almost any hardwar e can be controlled?

2 Requirements and Solution

USB devices become more and more wide-spread which also adds to new requirements against the
administration. Particularly, the small USB flash drives introduce new dimensions. Not only their
handling is quite easy, they are perfectly suitable for mobile saving of sensitive data, but also enable
fast and almost unseen data thefts.

In the past, various measures have been implemented to secure a computer by switching off or
removing a CD-ROM and floppy drives. But these 'simple’ (hardware) security measures cannot be
used with USB flash drives. The difference between various USB devices, e.g. printers, hubs or
USB flash drives cannot be distinguished.

The bi-Cube® USB-Blocker Version 1.0 made it possible to control the use of USB mass storage
according to defined user rights.

With today's bi- Cube® USB-Blocker many new and extensive options to control the use of almost
any hardware in your company is available.
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2.1 How does the bi-Cube® USB-Blocker work?

The function of the bi-Cube® USB-Blocker is very simple.

Every device in your computer includes diverse properties. A list of these properties can be displayed
in the Windows Device Manger.

1. To open the Device Manager, click on Start, then on System control . Double click on
System . In the tab Hardware, click on Device Manager .

2. Choose a hardware device from the tree structure, e.g. a DVD/CD-ROM drive of your
computer.

3. Inthe menu item Action , click Properties . Now the properties of the device are displayed.

4. Intab Details a selection of the properties are shown.

Some of these properties identify the device itself, others describe the affiliation to various classes,
services etc.

The classification and service affiliation of single devices or as a group can be monitored by the bi-
Cube® USB-Blocker .

Should a device, a device group, or a service etc. be monitored by the bi-Cube® USB-Blocker , it is
required to have an existing group with the same name on the computer or in the network. Access to
this device is granted only to members of this group.

Therewith it also controls the user access to internal devices e.g. CD-ROM or disk drive.

The bi- Cube® USB-Blocker supports the directory services Active Directory and Novell eDirectory
(NDS). Necessary connections are only established as needed.

The program is installed on every workstation to be controlled and it is set up as a Windows service.
Itislaunched automatically via the Windows operating system.

Note:
The USB-Blocker service grants the controlling of devices. During the installation the program'is_set
up so that only administrators can end it.

With the logon of the user, the bi- Cube ® USB-Blocker is activated:

» Itdetermines the groups which already exist locally or in the network,
as well as the groups to which the logged on user is a member of.

» It additionally stores the information as files.

» It controls if the devices, which are connected to and installed on the workstations, should be
monitored and if the user is authorized to use them.

» It locks the user’s screen (optionally) until the unauthorized device is removed or the locking
is disabled by an administrator.

Stand : 11.02.2011 Seite 5von 37



bi- Cube® Guideline
bi- Cube® USB-Blocker IINSTITUT

FUR SYSTEM-
MANAGEMENT

2.2  How secure is the bi-Cube® USB-Blocker?

All components required for the bi- Cube® USB-Blocker are visible for the standard user, but not
changeable. The services “iSM USBBIlockService" and “iSM Drive Protect”, the user “USBAdmin” as
well as the files in the installation folder are included in these components.

We generally advise against assigning administrator rights to the user. These rights include a
number of options to deactivate or evade software. A standard user has no possibility to
bypass the monitoring function of the bi- Cube® USB-Blocker.

The local user USBAdmin is used to eject or disable prohibited hardware. This user will be created

during the installation and is a member of the administrator's group. To avoid misuse, for every
installation a new random password is assigned to the USBAdmin.
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3 Implementation

3.1 Program Installation

3.1.1 System Requirements
The bi- Cube® USB-Blocker can be installed to the following operating systems:

*  Windows 7

*  Windows Vista

*  Windows XP Professional/Home
*  Windows 2000 Professional

*  Windows 2000 Server

*  Windows Server 2003

*  Windows Server 2008

On 64bit operating systems the basic function like locking or blocking of devices is supported. At this
time, not yet the write-protect function.

For the administration of groups the following systems can be used:

e Active Directory
* Novell eDirectory (NDS)
* local Windows groups

In-general: 20 MB of free disc space is required during the installation.

Note: Windows NT is not supported!
bi- Cube® USB-Blocker cannot be installed to a domain control ler

3.1.2 Installing the bi- Cube® USB-Blocker

The download package includes the files USB-Blocker PLUS.exe , USB-Blocker PLUS.msi and
isscript8.msi . The MSI packages serve for the software distribution (3.3). The InstallShield script
engine must only be distributed in case the installation causes an error in the application protocol of
the target system, due to the USB-Blocker PLUS.msi package.

The bi- Cube® USB-Blocker works without server component. The ins tallation on a server is
not necessary. The installation of the configuratio n interface to an administrator workstation
is sufficient.

To install the bi-Cube® USB-Blocker , please start the USB-Blocker PLUS.exe , choose the setup
language and follow the instructions!

If required during setup, please enter the license number into the appropriate fields. You can find your
license number in the information sheet which you have received by the Institut fir System-
Management GmbH via e-mail or postal service. For testing purposes you may also install the
program as a 30 day trial version.

For the bi-Cube® USB-Blocker configuration, the USB-Blocker Admin program is available for you.
To install it, please choose the appropriate option.
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» copies the needed files on the computer,
» installs and launches the services “iSM USBBlockService” and “iSM Drive Protect®,
e generates a local user USBAdmin with a random password and equips him with local
administrator rights and
» creates the program group USB-Blocker in the Start menu and some menu entries.
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Note:

The Services “iISM USBBIlockService* and “iSM Drive Protect” are launched when the installation is
completed. If there are already existing groups for monitoring on the computer or in the network
(domain), the Access Control is activated immediately.

3.1.3 Uninstalling the bi- Cube ® USB-Blocker
The program can be uninstalled by using the Windows service program software.

1. Click on Start to open the service program software, click on System control and then

click on Software .
2. From the list of installed programs select the program USB-Blocker and click on

Uninstall .
3. Follow the instructions of the program.

3.2  Operating the Program

The program operation is quite simple and includes three steps:

1. Create groups
For every device, every class, service etc. that should be monitored, a group with
corresponding name has to be created on the computer or in the domain.
As soon as this group exists, the bi-Cube® USB-Blocker permits access only to members of
this group.

2. ~Administer memberships
Decline or permit users to use the monitored devices by adding or removing them to/from a

created group.

3. Configure the bi-Cube® USB-Blocker
The method of the USB-Blocker service can be changed by various configurations. Example:
e assigning of users for group inquiry,
e group prefix defining,
< the log activity settings,
* NDS support activation and configuration.
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3.2.1 Creating Groups

Prior to creating groups to monitor devices, develop your strategy of hardware monitoring and
controlling.

3.2.1.1 Preliminary considerations
The following considerations are important;

1. Each device can be assigned to various groups.

2. To block a device, at least one of these groups must be available.

I The existence of only one of these groups leads to the blocking of devices!

3. To enable the usage of a monitored device to a user, the user must be a member of at least
one of these groups.

4. Groups can apply to only one device or they can be overlapping, thus applicable for several
devices.

5. To every connected device, five properties are determined by the bi- Cube® USB-Blocker :

a) Device service

b) Device class

c) Device class description
d) Device name

e) Device ID

To secure the unique identification of devices, these properties can be combined.

Due to wild card characters it is possible that different USB sticks of the same chip set

producer can be released in only one group. In order to phrase the wildcards “asterisk” and

“question mark”, character combinations can be defined.

8. Internal devices are disabled by the bi-Cube® USB-Blocker . It is to be noted that the device
ID of apparently independent system devices can be identical. This can lead to an
unintended device blocking. It is recommended to block not via the device ID but by device
classes and/or device services.

No

Please, note that the blocking of internal hardware components can possibly lead to a system
shut. down. Therefore please first test your setting s on a computer that is offline.

The following options are available to create two special groups.

1. HW_TRUSTED
* Members of this group can use all devices without restrictions.
e The existence of just these groups has no effect.

2. “‘HW_NOTRUSTED
«'_~All devices without exception are blocked for members of this group. The usage of
devices has to be permitted.
* Members of this group who are also a member of the SystemHardwareLock group
(created for the corresponding system) are not able to change the hardware on this

PC.
» The existenceof just these groups has no effect.
* Note:

I ALL devices, which means in this case really ALL!
This corresponds to not only USB, HDD, CD-ROM etc. but also mouse, keyboard,
display, everything that is listed in the Windows Device Manager.

The success of your strategy depends on the well-deliberated combination of possibilities.

For example by creating a group, the USB mass storage is blocked globally and single USB mass
storage can be permitted by special device groups.
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3.2.1.2 Determine group names

Group names can be determined with the program USB-Blocker Admin .

Start the program USB-Blocker Admin:

To launch the program USB-Blocker Admin click on Start, then All Programs select USB-
Blocker and then click on USB-Blocker Admin .

&} USB-Blocker Admin
verbunden mit: lokal

Diskettencontroller
IDE ATA/ATAPI-Contraller

age Tastaturen
Audic-, Yideo- und G amecontraller
Monitore

) Méuse und andere Zeigegerdte B|tte Wéhlen S|e Ein Gerét

Metzwerkadapter
rischlisse (COM und LPT] ausl
Systemgerate
& Dizkettenlaufwerke
Prozessoren
=8 Bildbearbeitungsgerate
“g Speichervolumes
Eingabegerate [Human Interface Devices)
\> Micht-PrP-Treiber

USBEBlock Service Status:
Service lauft!

Picture 1 USB-Blocker Admin

In the left part of the program user interface, the device structure of the installed and connected
devices of your computer is displayed. It corresponds to a Windows Device Manager.

Using the symbol bar, you are able to:
¢ change the sorting and the structure view,
¢ refresh the view manually and
« establish a remote connection to a computer of your network.

The display of locally available devices is refreshed automatically with every hardware change.

- Apply the devices you want to monitor to your computer or remotely connect to a computer to
which the device is attached.

- Go to every device in the structure for which you want to determine a device name.
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verbunden mit: lokal

Gruppen ]

Gruppennarne fiir Gerateservice:
|hw_sv_disk

Gruppenname fur Gerateklasss:
[hw_cl USBSTOR

Gruppennarme fiir GelEtekIassenbeschreibung:
[hwe_chd_DiskDrive

& DVD/CD-ROM-Laufwerke
{49 Eingabegerate (Human Interface Devices)

i IDE ATA/ATAP-Controller Gruppenname fiir Getfa'teanzeigename:

e Laufwerke |hw_fn_LG USE DRIVE USE Device
1 LG USE DRIVE £
-oage STITE0R1245
§ Monitore

':5 Mause und andere Zeigegerste Gruppennarme fiir GetEtekIasse.-"KIassenbeschreibung:

g :?t;:”;”;a?ap.f' hws_cl_cid_USESTOR_DiskDrive
i Ichi-FnE- 1 reiber

#® Prozessoren Gruppenname fiir Gerteklasse/Service:
“e Speichervolumes |hw_c:|_sv_USBSTDF|_disk

Gruppennarme fuir Gerdte 1D:
|hw_id_3850E1 E3E1265B93EDFDE02410C0831 EDEAD 2CAE

'd Systemgerate Gruppenname fur Gerateklassenbeschrebung/Service:

& sl [F_cid_sv_DiskDrive_disk
-Lantraller

Gruppenname fiir GetEtekIasse.-"KIassenbeschreibung.-"Ser\-'ic:e:
|hw_c:|_c:|d_sv_USBSTDH_DiskDrive_disk

Gruppenname fur Spstem Hardwarelock:
|hw_shI_DE 01%/5001_FEICE0EE 41 25EDF12ESB530 FA48F4ED ST B4, |

I Schreibschutzgruppen

USBBlock Service Status:
Service luft!

Picture 2 Detailed view of devices

Paossible group names are displayed in the detailed view, to the right.

Thefirst five group names are generated directly from the device properties:
1. Device service
2. Device classification
3. Description of device classification
4. Name of device display hame
5. Device ID
The four additional group names are combined from these properties.

Example: An USB flash drive is listed:
4. as an'USB mass storage below USB Controller
1. as <display-name> at the drives
2. as a standard volume at Drive volumes
To better illustrate these connections, switch to the view Display devices by connection

Stand : 11.02.2011 Seite 11 von 37



\ 2

INSTITUT
FUR SYSTEM-
MANAGEMENT

bi- Cube® Guideline
bi- Cube® USB-Blocker

+ USB-Blocker Plus Admin

verbunden mit: lokal

. Gruppen ]

: Gruppenname fuir Gerdteservice:
E& 3Com EtherLink XL 10/100 PCI-TA-NIC [3CI05E-TX] - SecuRe A |hw o diok
0 ACPI-Muliiprocessor-PC — = —
1 g Microsoft ACPI-korformes System Gruppenname fur Gerdteklasse:
) ACPI-Einschaltknopt hw_cl USBSTOR
o ACPL-Liifter =
o ACPI-Schalter
i) ACPI-Themozone L =
538 IntellR] Core(Th]2 CPU 5420 (2 2.13GHz ||} Gruppenname fir Gerdteanzeigenarns:
58 Intel[F) Care(TH)2 CRLU E420 & 213GHz hw_fr_LG USE DRIVE USB Device

_— :J PC1-Bus Gruppenname fiir Gerdte 1D:

s g Hauptplatinenreszourcen :
hu_id_3550E 163E 1 2656 99E DF D50241 000831 EDEAD 2CAE
B Intel[R] 825622 10100 Network Connection [T

¢ Intel(R) 82901 PCl-Briicke - 244E

j Intel(R] ICHA Family SMBus Caontroller - 2930

j Microzoft A4 Bus Driver for High Definition Audic - - -
3 P Standard-Host-CPU-Briicke Gruppenname fur Gerateklasze/Service:
j PCI Standard 5A-Briicke bwwy_cl_sv USBSTOR_disk

' PCI StandardPCl-2u-FCI Briicke Gruppenname fir GerdteklassenbeschrsibungsS ervice:
Standard erweiterter PCl-zu-USE universeller Host

= s U9 RootHus |hw_cld_sv_Disk.Drive._disk
= %p 1USB-Massenspeichergerat Gruppenname fiir Gerateklasse/Klassenbeschreibung/Service:

== | 5 | ISE DRIVE LISE o bwwy_cl_cld_sv USBSTOR_DiskDrive_disk

Gruppennarne fiir Gerfa'teklassenbeschreihung:
[hwe_cld_DiskDrive

Gruppenname fiir Gerfa'teklasse.-"KIassenbeschreibung:
by cl_cld_USBSTOR_DiskDrive

Standard erweiterter PCl-2u-USE universeller Host

Gruppenname fir System Hardwarelock:

shonaid PLng 10 kel Hostoontieller [Fw_shL DEOTWS001_7B3CEDSE4125E DF 1 2E5B59D 7A48F4EDE64 |
Standard PCl-zu-USE universeller Hostoontroller

Standard PCl-zu-JSE universeller Hostcontroller ™ Schreibschutzgruppen
Standard PCl-zu-USE universeller Hostoontroller
Standard PCl-2u-U5E universeller Hostoontraller

| » USEBlock Service Status:
[157 WMl Service lauft!

Picture 3 Display of devices by connection

Every entry is a separate device and thus can be blocked. Devices depended on this device are also
affected by the blocking unless they are released. Select the group name(s) according to your
planned locking strategy.

3.2.1.3 Restrict writing rights

With the bi- Cube® USB-Blocker the writing access on data media can be restricted. If a device can
be write-protected, it will be displayed by the check box “Write protection groups "

If this option is activated, the displayed group names will end with the suffix 01. When the bi-Cube
USB-Blocker identifies a device with a write protection group then no data can be written to this
corresponding device.

®

For members of a write protection group, the write-protection is disabled.

For members of a regular blocking group, only reading access is available.

If for the same device no regular blocking group exists, then all who are not a member in the write
protection group, the read-only is authorized.
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3.2.1.4 Naming conventions

The USB-Blocker Admin displays the group names with a prefix:

1. Device service hw_sv_
2. Device classification hw_cl_
3. Description of device classification hw_cld_
4. Name of device display hame hw_fn_
5. Device ID hw id

For the combination of group names, the prefixes are also combined accordingly.

These prefixes can be freely selected and this makes the group management easier. You can
customize these prefixes in the USBBIock.ini according to your needs.

3.2.1.5 Manage memberships

The authorization to use hardware devices is controlled via the membership in local or domain
groups. In order to grant access for a user, he has to become a member of this local or domain

group.

To execute some of these tasks you have to be logged on as the Administrator or as a member of
the group Administrators .

The example below describes the procedure by using the computer management of the Windows XP
Professional.

In several operating systems there are a number of administration and command line programs; by
using them you can perform this task. See also the help option of each appropriate operating system.

3.2.1.5.1 How to set up a local group

1. Open the Computer Administration
2. Find Groups in the console structure.

o Computer administration

0 System program
0 Local users and groups
o Groups

3. Click on Action and then on New Group .
4. Enter a new name for the new group in the Group Name field.
5. Click on Create and then on Close.

* To open the Computer administration, click on Start and then click on System control . Click
on Performance and Maintenance , click on Management and double-click on Computer
administration .

e The name of a local group cannot be identical with any other group or user name on the used
computer. The name can contain up to 256 small or capital letters and characters with
exception of the following: " /\[] ;| =, +*?2<>

 The name domain group can contain all Unicode characters, except of the special LDAP
characters according to RFC 2253: first or following space, as well as the special characters
#,+"\<>;

e A group name cannot be built only of dots (.) or spaces.
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3.2.1.5.2 How to delete a local group
1. Open Computer administration
2. Find Groups in the console structures
o Computer administration
0 System program
0 Local users and groups
o Groups
3. Click with the right mouse-button click on the group you want to delete and then click on

Delete.

3.2.1.5.3 How to add a member to a group

1. Open Computer administration
2. Find Groups in the console structures
o Computer administration
0 System program
0 Local users and groups
o Groups

3. Click with the right mouse button on the group to which you want to add a member, point to
All Tasks , click on Add member and then click on Add.
4. Click on Search in to see a list of domains in which users and groups can be added to a

group.

5. Click under Path on the domain with users and computers that you want to add and then
click on OK.

6. Enter the name of the user or group you want to add into the Name field and then click on
OK.

If you want to recheck the added user or group names, click on Check names .

3.2.1.5.4 How to delete a member from a group

1. Open Computer administration
2. Find Groups in the console structures.
o Computer administration
0 System program
0 Local users and groups
o Groups

3. Click with the right mouse button on the group from which you want to delete a member.

4. From the field Member select the user you want to delete from the selected group. Click
Delete.
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In Windows XP Home the required administration panels are not available. Instead you can use the
net-commands for the group management.

3.2.1.6 Windows XP Home Edition

e Check the available local groups:
net localgroup
» Create a USB-Blocker device group:
net localgroup usb-blocker-gruppe /add
e Add a user/group to a USB-Blocker device group:
net localgroup usb-blocker-gruppe Benutzername/Gruppe /add
*  Check the members of the USB-Blocker device group:

net localgroup usb-blocker-gruppe

3.2.2 Configuring the bi-Cube® USB-Blocker

In the window USB-Blocker Admin you may switch between the view Device groups or
Configuration of device groups.

When you are remotely connected to a computer you can view and change the device groups or also
the configuration of the bi- Cube® USB-Blockers .

Important: For the configuration, the program has t 0 be started with local administrative
rights!

{i&- USB-Blocker Admin

Gerdtegruppen | Konfiguration

Picture 4 Switching between program views

3.2.2.1 hi-Cube® USB-Blocker Admin user

In this area, the local Windows user used by the bi-Cube® USB-Blocker can be changed. This
service account is created during installation and equipped with a random password. The user owns
administrative rights which are required to delete devices from the system when they have been
blocked.

The user, used by the bi-Cube® USB-Blocker 'can be' changed. However, he must own local
administrative rights. Local and domain users can be used. To change the Admin user is optional.

Important: To change this data should only be required for spe cial scenarios, since this could
lead to that the bi-Cube® USB-Blocker does not function properly anymore.
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. USB-Blocker Plus Admin

ERrE

Picture 5 Settings for USB-Blocker Admin User

3.2.2.2 Settings for group configuration

Each group for the bi-Cube® USB-Blocker depends on an adjustable schema. A prefix is already
predefined for all groups. In this case these group prefixes can also be adjusted to own
nomenclatures for groups of USB-Blocker Admin. Changing of this setting is optional. We recommend
you leave these settings unchanged.

USB-Blocker Plus Admin

Gerdtegruppen § Konfiguration

Q Adminbenutzer

L# Gruppenkonfiguration I
@ Logdatei |h -
[¥] MDS/eDirectory s

i, Andere Konfigurationen Prafix Gerdteklasse:
|hw_c|_

Prafix Gerateklassenbeschreibung:
[ws_eld_

Prafix Gerdteanzeigename:
|hw_fn_

Prafis Gerate 1D:

MName fuir vertrauenswiirdige Nutzer:

|hw_trusted

Mame fuir nicht wertrauenswiirdige Mutzer:
|hw_notrusted

Platzhalter " =" Platzhalter " 2 "

Picture 6 Settings for group configuration
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3.2.2.3 Settings for the bi-Cube® USB-Blocker log activity
At this part of the Admin Tool the log activity of the bi- Cube® USB-Blockers can be configured.

When this option is activated then all activities of the bi- Cube® USB-Blockers are written to a log file.
This includes the registered user, all determined blocking groups, the blocking group to which the
user is a member and all other bi-Cube® USB-Blocker events like inserting a USB devise.

The data is saved as a .csv format to the selected file. Name and path of the log file can be
customized.

In addition, the bi-Cube® USB-Blocker provides the option to centrally save the log data in a
database. For this, the server name and the port of the ZAM server service must be indicated. This
feature is only available with bi- Cube ® Extended.

{i} USB-Blocker Plus Admin

Gerategruppen | Konfiguration

7 Adminbenutzer

Gruppenkonfiguration
g ke . Schreibe Logdatei

X1 NDS/eDirectory Logdateiname:
i Andere Kanfigurationen |SBElockLog.csv

write: server log

1 & Host name:

Serverlist
DOITS306 (Pork 12333) Port:

Picture 7 Settings for log activities
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3.2.2.4 Settings for NDS support

Settings represented in this view are necessary for proper cooperation of the bi-Cube® USB-Blocker
with the NDS/eDirectory . After installing the bi-Cube® USB-Blockers the option “use Novell “ is
deactivated as default.

After activating this option, the following configurations are possible:

a) Use Admin user for the NDS connection (ZEN)
If the software distribution ZENworks is used, this option should be activated, because
otherwise problems by interacting with the ZENworks client could occur, By activating the
option, the admin user, defined by the USB-Blocker Admin is used to establish a connection.

b) Use this user account for group queries
This option allows you to specify a defined user account (optionally), by whose rights all
required queries in the NDS are executed.

c) Use group filter user (NDS)
By activating the group filter User the search for groups in the NDS is shortened. The group
members of the selected user account are used as blocking groups. However, if the group
filter User is not member of a group, it cannot be used for blocking.
(The activation of: Use group filter user, is recommended).

7} USB-Blocker Plus Admin

Gerdtegruppen 8 Konfiguration

7 Adminbenutzer
¥ Gruppenkonfiguration

[Zf Logdatei

Benutze MD5AeDirectory

Iy [ Mutze Adminbenutzer fiir die NDSWerbindung [ZEM)

ﬁ Andere Konfigurationen [ Gruppenabiragen unter diesem Eenutzer-Account durchfiihren

Berutzernanms:

K. et

F.omtext:

Baum [Tree]:

[ ] Mutze Gruppenfiler Benutzer [MDS]

Gruppenfilter Benutzemname:  Gruppenfilter Benutzerk ontest:

Picture 8 Settings for NDS/eDirectory Support
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3.2.2.5 Settings for additional parameters
The options points in the field Other Configuration have the following meaning:

a) Refresh group memberships at device/data medium cha  nge means the bi- Cube® USB-
Blocker refreshes the group configuration for every enabling or removing of a device or a
data media. The available groups in AD/NDS and local defined groups are loaded again. This
is useful when the user memberships change frequently in the groups. The user does not
need to log him self off and on when refreshing.

b) The option Trust administrators deactivates the block function for users with administrative
rights independent from the existing device group.

c) Display screen lock activates the lock screen which appears during the device eject. This is
a default setting.

d) The configuration option Generate device ID of is used for the setting of the generation
algorithm of the device ID group. In some cases it happens that Windows assigned the same
ID to different external devices. In such case it is necessary to improve the identification
process. The generation of the device ID group with the iSerial number is preset. If this
setting is not sufficient for a clear identification, you can create a more defined group by
adding additional device properties. At chapter 2 next to the iSerial number also the Vendor
ID and Product ID is used for generating the device ID. At chapter 3 also the device name is
included. At the mass storage media, mentioned in chapter 4, the partition-information to
generate the device ID is added.

e) Activate Use local hardware groups , if a locally applied device groups should be
considered. It is recommended, to deactivate this option while using AD or Novell.

f) Check mark the Search hardware groups in Active Directory , if you want to centrally
manage the device groups in the AD.

g) When you activate the option Use group filter user (ADS) then the search of groups in the
Active Directory is shortened. The group members of the selected user account are used as
blocking groups. If the Group filter user name/domain is not member of a group, it cannot
be used for blocking. (The activation of: Use group filter user (ADS), is recommended)

h) With the button Export Config... you may export current configurations to a reg-file which is
used for the software distribution or for the manual transfer of configurations.

verbunden mit: lokal

5 Adminbenutzer

% Gruppenkonfiguration
% Logdatei Aktualiziere Gruppenmitgliedschaften bei Gerdte-/Datentragenvechsel

[}] nDSteDirectary [(1¥ertraue Administratoren
nilere Konfigurationen Sperbildschim anzeigen

Generera Gerate 10 aus:
(%) iSenennummer
() iSenennummer + Vendar [0 + Produkt |D
() iGenennummer +YVendor [0+ Produkt 1D+ Geratename
Generiere Gerdte [Daus Partionsintarmationen wenn werfiigbar

Wennende lokale Hardwaregruppen
Suche Hardwaregruppen im Active Directony
MHutze Gruppenfiller Bernutzer (2D 5)

Gruppenfilter Benutzemame: Gruppenfilter Benutzerdomane:

| uzbblocker | | testdom

Picture 9 Settings for additional parameters
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3.2.3 Group administration in NDS

After activating the option to connect the bi-Cube® USB-Blocker to the NDS and completion of the
configurations as described in 3.2.2.4, the bi-Cube® USB-Blocker reads out the appropriate user
groups in the NDS. If the option Group filter user name/domain  should not be used, it is described
in the following which versions of affiliations of users within the groups are possible.

3.2.3.1 Possible group constellations

The bi-Cube® USB-Blocker can analyze groups and users subordinate to the organization and in
OU’s during an activated NDS connection. This results in the following constellation in memberships:

1. The user is created subordinate to the organization.
a) The user is a member of a group which was also created subordinate to the organization.
b) The user is a member of a group which is part of an OU.

2. The user has been created within an OU.
a) The user is a member of a group which was also created subordinate to the organization.
b) The user is a member of a group which is located in the same OU as the user.
¢) The user is a member of a group which is located in another OU than the user.

3.2.3.2 Configuration hints for the NDS usage

It is recommended to install the USB-Blocker Admin on one computer from which an administration
access (ConsoleOne, Web administration) to the NDS is possible. The groups for administration of
the devices and users have to be set-up in the NDS manually.

Note:

For the in section 3.2.2.4 described administrative Novell user the following should be considered: So
that the bi-Cube® USB-Blocker can execute competing (simultaneously) queries for groups in'NDS
with the specified user, there should be no logon restrictions for this user.
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Sicherheit v| Login Methods vI Security | General vI LI -Pradil | Restrictions ~ | Memberships vI Secur'rt'fE: EE
Login Restrictions

[T Account disabled

[T Account has expiration date

[r Lirnit concurrent cnnnectiunsﬂ

—

Lastlogin: 14 September 2005 09:08:20 GMT+02:00

Page Options... QK | Cancel | Apply Help

Picture 10 Settings for the administrative NDS user

3.3 Installation via software distribution

To facilitate the installation in a network, the bi-Cube® USB-Blocker can be distributed to client
workstations via systems for software distribution.

Via a software distribution a Windows 2000/2003 domain distributable MSI-file and MST-file
including licensed data are provided by the manufacturer. The installation of InstallShield Script-
Engine 8 is only necessary, if the installation on the clients with corresponding error message written
to the application log file has failed.

The exported (by the USB-Blocker Admin) configuration file usbblock.reg (3.2.2.5) is also transferred

to the clients via software distribution. For this, the file must be stored in the same folder as the MSI-
package to be distributed and these are at installation used automatically.
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3.4  Administration of bi-Cube® USB-Blockers via Group Policies (GPO)

After installing the admin interface the bi- Cube® USB-Blocker installation directory contains an
ADM-file which can be integrated into a GPO. This enables to comfortably change the configuration
of the bi-Cube® USB-Blockers at the clients.

Copy the ADM-file to the directory: C:\Windows\inf of the domain controller. Open the Group Policy
editor and create a new GPO.

Open the GPO and with the right mouse button click in the category Computer configuration on
Administrative templates , select Add/delete template and add the USB-Blocker-ADM as template.

Datei  Akton  Ansicht ?

e~ Bm B 2

=} Meues Gruppenrichtiiniencbjekt [det | Einstellung | Status |
= Computerkonfiguration @ Use Groupfilter-User (MDS) Micht konfiguriert
+-[[] Softwareeinstellungen @ Use Groupfilter-User (ADS) Micht konfiguriert
- Windows-Einstellungen @ Define Wildcards Micht konfiguriert

-4 Administrative Vorlagen
R QUL WERIGHRS Vorlagen hinzufiigen/entfernen

+-[Z1 System
+-[23 Metzwerk Aktuelle Richtlinienvordagen:
: % F;L:'i‘:;LH Name Grofie Verandet
=1-120 UsB-Blocker conf 42KB  26.03.2003 14:00
1 Log inetres 1771KB  24.03.2005 18:04
[Z3 Group configu system 1942KEB  24.03.2005 18:03
(23 NDS/eDirector| | [=8 ] 12.10.2006 13:11
[Z3 other wmplayer 75KE  24.03.2005 18:04
-2 Benutzerkonfiguration [ wuau 43KB 09.05.2006 10:50
+-[Z7 Softwareeinstellungen
+-[Z7] Windows-Einstellungen
+-[Z7] Administrative Varlagen
5L ) s [ Hinzufagen... ] [ Entfemen ]
Administrative Varlagen verwalten

Picture 11 Group policy — Editor Group policy editor

Since ‘the bi-Cube® USB-Blockers policy settings are not fully administrable policy settings, a
accordant filter must be deactivated by removing the check mark from the corresponding option at
administrative templates category.
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Filterung

_@ Diese Optionen emmoglichen das Fitem der Richtlinien der
= administrativen Yoragen.

[] Nach Anfordenungsirformationen fitem

Funttioniert nur unter Microsoft Windows 2000

Funktioniert nur unter Microsoft Windows XF Professional
Microsaft Windows Server 2003, Enterprise Edition
Microsoft Windows XP oder Windows 2000 mit Windows |...
Mindestens Intemet Bxplorer & Service Pack 1

mindestens Intemet Explorer w5.0

| ) I PRI NN PR DRSS L YR | Y N PO ¥, ¥, 1 o S

[>

[%

[] Mur kenfigurierte Richtiiniensinstellungen anzeigen

[ IiMur vellstandig verwaltbare Richtliniensinstellungen anzeigen;

OK | [ Abbrechen

Picture 12 Filtering policy settings
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3.5  bi-Cube® USB-Blocker 30 Days Trial Version

During the trial phase of 30 days, the bi-Cube® USB-Blocker can be used without any restrictions.

At each start of the USB-Blocker and/or the USB-Blocker Admin an info window is shown for 120
seconds. You may close this window at any time by clicking the Close button.

“it} 1ISB-Blocker Plus Info

Version: 4.48.8.66
Productversion: 3.0.0.1

Serialnumber:

© Institut fur System-Management
2001-2008

All rights reserved. This software is
subject to the iISM software cantract

WWW._Sect-sys.de  Close

Picture 13 Info window
After the expiry of this testing phase, the service USB-Blocker cannot be launched anymore. 'While
trying to start the service again, it will be closed automatically. You will be informed about this process
in the system event protocol.

After this time period, all users can use the workstation again without restrictions. A membership
check for the defined groups is not executed anymore.
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4 Results - Example of configuration

Intention of this example configuration is the deactivating of all USB-mass storage media. USB
devices, which are not a mass storage media, will continue. Additionally a special USB-stick should
be released.

Please keep the default data for non mentioned settings of the exemplary configuration.

It is preconditioned that the USB-Blocker Admin is installed on the testing workstation and that a
USB stick is plugged in and is operational. Furthermore write access to the Active Directory or
eDirectory is required.

To implement the following steps the USB-Blocker Admin needs local admin rights.

4.1  Active Directory

Please do the following:

1. Open the console Active Directory-User and -Computer
2. Create a new Organizational unit (OU), e.g. with the name “USB-Blocker*.

3. In this OU create a new user, e.g. usbblocker. Deactivate the account option User must
change password at next logon , then activate the option Password never expires

£ Active Directory-Benutzer und -Computer

&) Datei Aktion  Ansicht Fenster 2

€0 @@y XE B R Q-

Artive Directory-Benutzer und -Compi | USE-Blocker 1 Objekte
+-[_7] Gespeicherte Abfragen Name | Typ

= @ wanos.test usbblocker _ Benutzer |
sbblodk Benutz:
+-[27] Builtin L4 = =
+-[_] Computers

+ Domain Controllers
+ I:l Foreign3ecurityPrincipals

+-[27 Users
USB-Elocker

Picture 14 Creating a AD-user

Keep the console opened and start the USB-Blocker Admin  via the Start menu.
Switch to the configuration view by clicking the button Configuration .

Click on Other Configurations

Activate the option Use Group filter User (ADS) .

© N o 0 &

Enter the previous created user usbblocker and the domain.

Stand : 11.02.2011 Seite 25 von 37



~”’

INSTITUT
FUR SYSTEM-
MANAGEMENT

bi- Cube® Guideline
bi- Cube® USB-Blocker

verbunden mit: lokal

#5 Adminbenutzer

% Gruppenkonfiguration } ]
I‘.% Logdatel Aktualisiers Gluppenmi[gliedschaften bei Gerate-/Dratentragemwechsel

I MDS/eDirectory [ ¥ertraue Admiristratoren
3 Haonfigurationen Sperbildzchirm anzeigen

Generiere Gearste 1D aus

(%) iSerennummer

CyiSenennummer +Yendar 1D + Pradukt 10

d iSerennummer + Yendar |0+ Pradukt |0+ Gerdtenams
Generiere Gerdte [0 aus Partionsinformationen wenn verflighar

Wenwende lokale Hardwaregiuppen
Suche Hardwaregruppen inv &sctive Directory
Hutze Gruppenfilter Benutzer [.-’-‘«DS]

Gruppenfilter Benutzername: Gruppenfilter Benutzerdomane:

|u$bblncker | |testdu:-m

Picture 15 Activating Use Group filter User (ADS) and entering user name and domain

9. By the button Device groups switch to the device tree structure view of the USB-Blocker
Admin .

10. Click on the knot Drives (Windows XP) or Data medium (Windows 2000) .
11. Click on the USB-Stick you want to release.

12. Into the field of the right sub-window Group name of device classification  copy:
hw_cl_usbstor
This group name describes all devices of the classification USB-mass storage.

USB-Blocker Plus Admin

Gerategruppen | Fonfiguration

verbunden mit: lokal

Gruppen I

Gruppenname fir Gerateservice:
|hw_sv_disk |

Anzchliizse [COM und LPT)
'95 Audio-, Video- und Gamecontroller

=4 Bildbearbeitungzgerate

Computer

=) Diskettencontroller

\_ﬁ Dizkettenlaufwerke

DD /CD-ROM-Laufwerke

{48 Eingabegerate [Humarn Interface Devices)

Gruppenname fur Gerateklasse:
[hus_cl USESTOR |

Gruppenname fiir Gerdteklazzenbeszchreibung:
[hui_cld_DiskDrive |

Gruppenname fir Gerateanzeigenane;
|hw_fn_LG USE DRIVE USE Device |

Gruppenname fur Gerate 10:
|hw_id_385IJE‘I E3E12E5B93EDFDA02410C0831 6D RAD 20AE |

Picture 16 Entering the AD Group name of device classification
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13. Change to the console Active Directory-User and -Computer

hw_cl_usbstor

security are supported.

14. Switch to USB-Blocker Admin and copy to the right the Group name of device display
name: hw_fn_LG USB DRIVE USB Device
The group name only represents the currently inserted device or other similar devices.

15. Apply this group also to the AD.
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and create a group
in the OU of the USB-Blocker . Global and universal groups of the type

16. Assign the previously created user usbblocker as a member to both groups.

17. Assign the user e.g. Otto, who should receive authorization to use the device, as member to
only the group Group name of device display name

&5 Datei  Aktion  Ansicht  Fenster
¢ B & B X

+-[_]] Gespeicherte Abfragen
=5 w2003 test
+1-[23 Builtin
+ D Computers
+ Domain Controllers
+ [:I ForeignSecurityPrincipals
+-[2] Users
+ ZUM_Admin
+ 7UM_Group
+ ZUM_User
UsB-EBlocker

@ Active Directory-Benutzer und -Compi | USE-Blocker 3 Objekte

2
L. ol la
R Rl iV &
Name | Typ | Beschreibung
mhw_cl_usbstor Sicherheitsgrup...
mhw_fn_LG IJSE DRIVE USE Device Sicherheitsgrup. ..
€7 ushblocker Benutzer

Eigenschaften von hw_fn_LG USB DRIVE USB Device

__f.!lu_;[gr_ljg_i_@_J Mitglieder ! Miglied von || Vierwaltet von

?IX

€% usbblocker

Mitglieder:
Mame Active Directory-Ordner
i Cito w2002 test/ZUM_User

w2003 test/USB-Blocker

[ o

] [ Abbrechen ] [Ubemehmen]

Picture 17 Assigning AD — member to the group Group name of device display nhame

18. Restart the service USB-Blocker to readthe new authorization data.

Result: After restarting the service, the USB-stick will be ejected, as long as the logged on user (Otto)
is not a member of the group Group name of device display name
After the logon with the user Otto, who is a member of the group Group name of device display

name, the USB-stick can be used again. The devise has to be plugged in again.
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In the described case a restrictive strategy is used. Generally all USB-Mass-storage media are
blocked because of the group hw_cl_usbstor .
If a user is a member of the group, he is authorized to use the accordant device. The example shows
that “Otto" became a member of the group Group name of device display name . Therefore the he
is allowed to use the device.

Generally the following applies:
1. The Group filter User (ADS) must be a member of all groups relevant for the bi-Cube®
USB-Blocker . This account should not be used for any other purposes.
2. The membership in a group permits the usage of the accordant device(s).

Note:
Group memberships in the AD take effect after a new logon.

Attention: If you wish to test the bi-Cube® USB-Blocker with its current settings on another

computer, you must also transfer the configuration settings. Export the configuration as described in
section 3.2.2.5h and execute the reg-file on the client computer.

4.2 NDS/eDirectory

Do the following:

1. Open the Novell ConsoleOne and find your tree structure.
2. Create a new OU with the name, e.g. “USB-Blocker*.

3. Inthis OU create a new user, e.g. usbblocker .

Novell ConsoleQne

Datei  Bearbeiten  Anzeigen  Werkzeuge Hilfe

ez ® e c 3 2eeede s 5
E'"gi;tgge” | USBBlocker |

-4 1SM_GMEH

=& Krummendorf
+-“8 Administration
-8 ADMIN_DEDT MWD

-2 DE01MWI0T_Svs
&R DEOTNWO01_SYS_POOL

Ffi‘ Role Based Senice
R LISEBlocker

=[5 Security

Picture 18 Creating new NDS — user to an OU
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4. Keep ConsoleOne open and start the USB-Blocker Admin via the Start menu.
5. Switch to the configuration view by clicking the button Configuration .

6. Click on NDS/eDirectory and activate the option Use NDS/eDirectory .

{a} USB-Blocker Plus Admin

Gerategruppen § Konfiguration

Adminbenutzer

¥% Gruppenkonfiguration
g Lngsztei 4 Benutze NDS /eDirectany

N MDS/eDirectary Mutze Adminbenutzer fur die ND'S Yerbindung [ZEN)
iy Andere Konfigurationen

[] Gruppenabfragen unter diesem Benutzer-ccount durchfiihren

Benutzernarne:

Kennwort:

Kaontext:

Baum [Treel:

MHutze Gruppenfiter Eenutzer [NDS)

Gruppenfiter Benutzername:  Gruppenfilter Benutzerkantest:
|usbblocker | |usbblocker.ism.de |

Picture 19 Configuration NDS/eDirectory

Activate the option Use Group filter User (NDS).

8. In the given fields enter the previous created user usbblocker and his context (without tree
structure!).

9. By the button Device groups switch to the device tree structure view of the USB-Blocker
Admin .

10. Click on the knot Drives (Windows XP) or Data medium (Windows 2000) .
11. Click on the USB-Stick.

12. Into the field of the right sub-window Group name of device classification  copy:
hw_cl-usbstor
This group name describes all devices of the classification USB-mass storage.

Stand : 11.02.2011 Seite 29 von 37



bi- Cube® USB-Blocker

bi- Cube® Guideline

~”’

INSTITUT

FUR SYSTEM-

MANAGEMENT
SB-Blocker Plus Admin

verbunden mit: lokal

Gruppen ]

Z . g | %
|| 8 BESR
Geratebaum (lokal)

Gruppenname flr Gerdteservice:

¥ Anschllizze (COM und LPT) -

+ %{ andio-, Yideo- und G amecontroller |hw_sv_d|sk |
+-=8 Bildbearbeitungsgerate Gruppernanne fur Gerateklasse:

- iJ Computer [Fe_cl_USESTOR |
+ -2 Diskettencontroller Gruppenname fur Gerateklazzenbeschreibung:

+- i, Diskettenlaufwerke |hw i DiefDrive |
+-h DVD/CD-ROM-Laubwerke —

+-[&g Eingabegerate [Human Interface Devices) Gruppenname fur Gerateanzeigename:

w8 Grafkkare [Fe_fn_L GG LISE DRIVE USE Device |
4

= IDE ATAMTAP-Controller
e Laufwerke
e=3| [ UISE DRIVE USB D

Gruppenhame flir Gerdte 10
|hw_id_3850E‘I G3E1265E 35EDFDS0241 0C0831 EDARAD 2CAE |

Picture 20 Defining NDS — group name for device classification

13. Switch to ConsoleOne and create a new group hw_cl_usbstor in the OU of the USB-
Blockers.

14. Change to USB-Blocker Admin and copy to the right the Group name of device display
name, e.g. hw_fn_LG USB DRIVE USB Device
The group name only represents the currently inserted device or other similar devices.

15. Apply this group also to the NDS/eDirectory .
16. Assign the previously created user usbblocker as a member to both groups.

17. Assign the user e.g. Otto, who should receive authorization to use the device, as member to
only the group Group name of device display name
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re|® ™ el 2w e &% e s =
@ Arbeitswelt Konsolenansicht
=& NDS & UsBBIocker
=-8er 1SM_GMEH & hw_cl_ushstor

& Krummendorf

1178 Administration

-[Z ADMIN_DEO1 Mwi001 e e ]

-E DED1Mw01

E DEOTMWO01_5YS Allgemein v| Mitglieder 'Sicherheﬂ ertspricht mir | ZEMworks « | MNDS-Rechte « | Sonstiges | Rechte auf Dateien{ EE

£ DEO1NWI01_SYS_POOL hiitaliecer

MNovell+Metware 6 Server+£

€@ Role Based Senice Mitglieder:
=

=-[ Security

-g T ion Krummendorf
5 USBBlocker USBBlocker Krummendorf

Hinzufilgen... | Léschen |

Seitenoptionen... Ok | Abbrechen | Anwvenden | Hilfe: |

Picture 21 Defining NDS — member to the group Group name of device display name

18. Restart the service USB-Blocker to read the new authorization data.

Result: After restarting the service, the USB-stick will be ejected, as long as the logged on Novell-
user is not a member of the group Group name of device display name

After the'logon with the user Otto, who is a member of the group Group name of device display
name, the USB-stick can be used again. The devise has to be plugged in again.

Reason:

In the described case a restrictive strategy is used. Generally all USB-Mass-storage media are
blocked because of the group hw_cl_usbstor .

If a user is a member of the group, he is authorized to use the accordant device. The example shows
that the “Tester" became a member of the group Group name of device display name . Therefore
the he is allowed to use the device.

Generally the following applies:
1. The Group filter User (NDS) must be @ member of all groups relevant for the bi-Cube
USB-Blocker . This account should not be"used for any other purposes.
2. The membership in a group permits the usage of the accordant device(s).

®

Attention: If you wish to test the bi-Cube® USB-Blocker with its current settings on another
computer, you must also transfer the configuration settings. Export the configuration as described in
section 3.2.2.5h and execute the reg-file on the client computer.
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4.3 Locally

Do the following:

1. Open the USB-Blocker Admin via the Start menu.
2. Activate the option Use local hardware groups at Configuration - Other configurations

3. In the device tree structure click on the knot Drives (Windows XP) or Data medium
(Windows 2000).

4. Click on the USB-Stick.

Into the field of the right sub-window Group name of device classification  copy:
hw_cl_usbstor
This group name describes all devices of the classification USB-mass storage.
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Picture 22 Defining Local — group name for device classification

6. ~Open the local computer management and create the group hw_cl_usbstor .

7. Change to USB-Blocker Admin and copy to the right the Group name of device display
name, e.g. hw_fn_LG USB DRIVE USB Device.
The group name only represents the currently inserted device or other similar devices.

8. Also create this group locally with the computer management console..

Assign the user e.g. Otto, who should receive authorization to use the device, as member to
only the group'Group name of device display name
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Picture 23 Defining Local — member to the group Group name of device display name

10. Restart the service USB-Blocker to read the new authorization data.

Result: After restarting the service, the USB-stick will be ejected, as long as the logged on Novell-
user is not a member of the group Group name of device display name
After the logon with the user Otto, who is a member of the group Group name of device display
name, the USB-stick can be used again. The devise has to be plugged in again.

Reason:

In the described case a restrictive strategy is used. Generally all USB-Mass-storage media are
blocked because of the group hw_cl_usbstor .
If a user is a member of the group, he is authorized to use the accordant device. The example shows
. Therefore

that the “Tester* became a member of the group Group name of device display name

the he is allowed to use the device.

Generally the following applies:

The membership in a group permits the usage of the accordant device(s).
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4.4 Deactivate all USB devices

There are two options to disable USB devices:
4.4.1 Disable all USB device classifications

The following groups should be available;

hw_cl USBSTOR - blocks all USB mass storage media, cameras
hw_sv_USBPRINT - blocks all USB printers

hw_cl_HID - blocks all USB-human-interface-devices (mouse, keyboards)
hw_cld_Image - blocks scanners, sensors, cameras

hw_sv_vmusb - blocks the delivery of USB devices to virtual VMware guests
hw_cld_cl_ USB_Net - blocks USB network adapter

hw _cld cl USB_Bt - blocks USB-bluetooth-devices

Now the groups related to the devices can be created to authorize the usage of certain devices.
This procedure is recommended.
4.4.2 Disable the USB hub
The following group should be available:
hw_cl_USB - Blocks the USB HUB

A user, who is authorized to use a USB device, has to be a member of this group, because the
workstation cannot recognize the change in the device configuration, if the HUB is deactivated.

This procedure is recommended, if USB devices are never in use.
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5 Extension of the bi- Cube® USB-Blocker functions with
bi-Cube® IPM

The functions of the bi-Cube® USB-Blocker can be extended by using bi-Cube® IPM.

bi-Cube® IPM provides an automated and centralized control and management of the bi-Cube®
USB-Blocker . Like the automated creation of device groups in the AD, a role model with many
modeling possibilities and the monitoring of the Web interface are only some facilitations offered by
the bi-Cube® IPM system administrator.

Thanks to the bi- Cube® modular system a customized solution can be offered to you.
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Picture 24 Central monitoring of the USB-Blocker
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6 Notes

* In any case, test if the intended effect is reached and no other unintended incompatibilities
(overlapping groups or compound devices) occur.
» It cannot be guaranteed that using of ascertained groups leads always to the same result.

7  FAQ

1. Which group domain and type of group should be u sed for groups in the AD?

a. Global and universal groups of type Security are supported. This corresponds with

the Microsoft recommendations concerning the group design in the AD.
2.  Which account options must be activated for the group filter User?

a. Please ensure that the user does not have to change his password at initial logon
and that the password never expires.

3. How does the .mst file be used for distribution so that the bi-Cube® USB-Blocker can
be installed to the client with its licensed data?

a. Inorder to perform an uncontrolled installation and to use the .mst-file with the
licensed data for the msi package, the following command must be executed:
,USB-Blocker Plus.msi TRANSFORMS=. nst - Dat ei /gb”

4. The lock screen disappears after a certain time  period?

a. This is an intended procedure. The bi-Cube® USB-Blocker locks the workstation
only as along as it is necessary to remove all blocked devices from the system.

The input fields in the lock screen at bottom right are usually not required. By entering
the administrator's account into the text box the screen can be released, in case-a
device cannot be removed.

5. How about the security in the safe mode?

a. The safe mode is not satisfying (although the name suggests otherwise) with the
security by the bi-Cube® USB-Blockers .

In this mode only some few system drivers and services are loaded. The bi-Cube®
USB-Blocker is not one of them. Consequently it is hypothetically possible to import
or export files.
This problem concerns also viruses scan and firewalls etc. in a similar way. The only
effective approach is to deactivate the network function of the safe mode, to avoid a
logon via domain account (under the assumption that no local account is known to
the user).
Z This can be achieved by renaming the key from:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\SafeBoot\Network
toe.g.:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\SafeBoot\Networkfals
e.

6. | have assigned a domain user as a member ofab locking group. Why can the released

device still not be used?
a. Changes to group memberships are active'in'the Windows domain after a new logon.
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